
 

 

 

 

  

RISK MANGEMENT POLICY 



 

 

INTRODUCTION 
  

This policy and framework set out YIAD approach to managing risk to ensure it 

meets its overall objective to commission high quality and safe services. In addition, 

the adoption and embedding within the Organisation of an effective risk 

management policy and processes will ensure that the reputation of YIAD is 

maintained and enhanced, and its resources are used effectively to reform services 

through innovation, large-scale prevention, improved quality, and greater 

productivity. 

  

Objective: 

The main objective of this policy is to ensure sustainable growth with stability and to 

promote a pro-active approach in reporting, evaluating, and resolving risks associated 

with the business. To achieve the key objective, the policy establishes a structured 

and disciplined approach to Risk Management, including the development of the 

Risk Matrix, to guide decisions on risk related issues. 

The specific objectives of the Risk Management Policy are: 

• To ensure that all the current and future material risk exposures of the 

Organisation are identified, assessed, quantified, appropriately mitigated and 

managed. 

• To establish a framework for the Organisation risk management process and 

to ensure its implementation. 

• To ensure systematic and uniform assessment of risks related with 

construction projects and operational power stations. 

• To enable compliance with appropriate regulations, wherever applicable, 

through the adoption of best practices. 



 

 

• To assure growth with financial stability 

This policy applies to all employees and contractors of YIAD. Managers at every 

level have an objective to ensure that risk management is a fundamental part of the 

approach to integrated governance. All staff at every level of the Organisation is 

required to recognize that risk management is their personal responsibility. 

Independent contractors are responsible for ensuring compliance with relevant 

legislation and best practice guidelines and for the development and management of 

their own procedural documents. Independent contractors are required to 

demonstrate compliance with risk management processes which are compatible with 

this policy. 

Definitions: 

The following terms are used in this document: 

• Risk is the chance that something will happen that will have an impact on the 

achievement YIAD objectives. It is measured in terms of likelihood 

(frequency or probability of the risk occurring) and severity (impact or 

magnitude of the effect of the risk occurring). 

• Risk appetite/risk tolerance the organization’s unique attitude towards risk 

taking that in turn dictates the amount of risk that it considers is acceptable. 

• Risk management is the culture, processes and structures that are directed 

towards the effective management of potential opportunities and adverse 

effects. 

• Risk assessment is the process for identifying, analysing, evaluating, 

controlling, monitoring, and communicating risk. 

• Residual risk the risk remaining after the risk response has been applied. 



 

 

• Risk strategy defines the Organisation standpoint towards dealing with various 

risks associated with the business. It includes the Organisation decision on the 

risk tolerance levels, and acceptance, avoidance or transfer of risks faced by 

the Organisation. 

• Risk Description Is a comprehensive collection of information about a 

particular risk recorded in a structured manner. 

• Risk Register: A ‘Risk Register’ is a tool for recording the risks encountered at 

various locations and levels in a standardized format of Risk Description. 

Types of Risks: 

• Compliance risks: Are those where the Organisation fails to meet its corporate 

and legal obligations. These include reporting, accounting, licensing, 

workplace relations, and work health and safety activities. Tolerance for 

compliance risks assessed as ‘high’ or ‘extreme’ is generally low. While 

organizations must comply with such obligations, with risk management 

controls in place the same risks may receive an assessment of ‘medium’ or 

‘low’ and therefore may be considered valid. 

• Organizational risks: Are those where the Organisation fails to achieve 

objectives such as level of service delivery, standard of service delivery, or 

meeting stakeholder expectations. Consequences arising from such risks 

eventuating may include loss of reputation or high staff turnover. 

• Opportunity risk: These risks arise from the pursuit of opportunities – 

‘positive risks’ – that may enhance the Organisation in some way or allow it to 

achieve its objectives more easily. Such risks can be listed in an Opportunities 

Register (separate from the Risk Register). For these risks, consideration 



 

 

should be given to the potential gains for the Organisation as well as to the 

resources required to pursue the opportunities. 

  



 

 

PART I: RISK MANAGEMENT FRAMEWORK 
 

This policy sets out the YIAD’s risk management framework for how risk 

management will be implemented throughout the Organisation to support the 

realization of the strategic objectives. 

This includes the processes and procedures adopted by YIAD to identify, assess, 

and appropriately manage risks and detailed roles and responsibilities for risk 

management. 

To fulfil the objectives of this policy and lay a strong agency for the development of 

an integrated risk management framework, the policy outlines the following guiding 

principles of Risk Management: 

• All decisions will be made with the prior information and acceptance of risk 

involved. 

• The Risk Management Policy shall provide for the enhancement and 

protection from uncertainties and consequent losses. 

• All employees shall be made aware of risks in their respective domains and 

their mitigation measures 

• The risk mitigation measures adopted shall be effective in the long- term and 

to the extent possible be embedded in the activity of the Organisation. 

• Risk tolerance levels will be regularly reviewed and decided upon depending 

on the change in Organisation strategy. 

• The occurrence, progress and status of all risks will be promptly reported, and 

appropriate actions be taken thereof. 

YIAD’s risk management reporting structure is set out in appendix 1. 

 

 



 

 

Risk assessment 

The process of Risk Assessment shall cover the following: 

• Risk Identification and Categorization – the process of identifying the 

exposure to uncertainty classified as Strategic / Business / Operational. 

• Risk Description – the method of systematically capturing and recording the 

identified risks in a structured format. 

• Risk Estimation – the process for estimating the cost of likely impact either by 

quantitative, semi-quantitative or qualitative approach. 

Whenever risks to the achievement of YIAD’s objectives have been identified, it is 

important to assess the risk so that appropriate controls are put in place to eliminate 

the risk or mitigate its effect. To do this a standard risk matrix is used, details of 

which are provided at appendix 2, guidance on risk assessment and action. 

Using this standardized tool will ensure that risk assessments are undertaken in a 

consistent manner using agreed definitions and evaluation criteria. This will allow for 

comparisons to be made between different risk types and for decisions to be made 

on the resources needed to mitigate the risk. 

Risks are assessed in terms of the likelihood of occurrence/re-occurrence and the 

consequences of impact, using a standardized 5x5 risk matrix (see appendix 2). For 

each risk that is not adequately controlled, an action plan to reduce or eliminate the 

risk is required. The implementation of the action plan and residual risk assessment 

must be kept under review, to assess whether planned actions have reduced or 

eliminated the risk as expected. 

  



 

 

Categories of Risk 

There are three categories of risk: 

• High – the consequence of these risks could seriously impact upon the 

achievement of the organization’s objectives, its financial stability, and its 

reputation. Examples include loss of life, extended cessation or closure of a 

service, significant harm to a patient(s), loss of stakeholder confidence, failure 

to meet national targets and loss of financial stability. 

• Moderate – these are significant risks that require prompt action. With a 

concerted effort and a challenging action plan, the risks could be realistically 

reduced within a realistic timescale through reasonably practical measures, 

such as reviewing working arrangements, purchase of small pieces of new 

equipment, raising staff/beneficiary’s awareness etc. 

• Low– these risks are deemed to be low level or minor risks which can be 

managed and monitored within the individual department, at operational 

level. These risks cause minimal or limited harm or concern. 

Once the category of risk has been identified, this then needs to be entered onto the 

YIAD’s risk register. 

Any risk that is identified through the risk assessment process (as well as the incident 

reporting system) and which YIAD are required legally to report will be reported 

accordingly to the appropriate statutory body. 

 

Identification of Risk 

As defined earlier, risks are events or conditions that may occur, and whose 

occurrence, if it does take place, has a harmful or negative impact on the 

achievement of the organization’s business objectives. 



 

 

Key characteristics by which risks can be identified are: 

• Risks are adverse consequences of events or changed conditions 

• Their occurrence may be identified by the happening of trigger events 

• Their occurrence is uncertain and may have different extents of likelihood 

Recognizing the kind of risks that company is/may be exposed to, risks will be 

classified broadly into the following categories: 

• Strategic Risk: include the range of external events and trends that can      

adversely impact the Organisation strategic growth trajectory and destroy 

stakeholder value. 

• Business Risk: include the risks associated specifically with the Organisation 

and having an adverse impact on the Organisation capability to execute 

activities critical for business growth, thereby affecting its near-term 

performance. 

• Operational Risk: are those risks which are associated with operational 

uncertainties like unpredictable changes in water levels, force majeure events 

like floods affecting operations, internal risks like attrition etc.  

 

Managing Risk 

There are several ways in which risks can be managed, including: 

• Avoiding the risk by not undertaking the activity generating the risk. 

• Eliminating the risk where this is possible and cost effective using control 

measures. 

• Reducing the risk to an acceptable level if it cannot be eliminated. 



 

 

• Transferring the risk either fully or in part to another body – this may not 

always be possible if YIAD retains statutory responsibility. An example would 

be insurance arrangements. 

• Monitoring of the risk but taking no action, particularly where it is a relatively 

low risk or cannot be eliminated, reduced, or transferred.  



 

 

PART II - GENERAL STANDARDS 
  

This part sets out the general standards of the Code of Conduct and Ethics for 

employees of the Agency. 

 

Service Quality Standards 

Employees shall deliver service that is timely, accessible, efficient, confidential, and 

respectful of all persons involved. Quality of service delivery can be defined as— 

• Tangibles: Appearance of physical facilities, equipment, personnel, and 

communication materials; 

• Reliability: Ability to perform the promised service dependably and 

accurately; 

• Responsiveness: Willingness to help communities and provide prompt service 

to affected people; 

• Assurance: Knowledge and courtesy of employees and their ability to convey 

trust and confidence; 

• Empathy: Care and individualized attention the Agency provides to people in 

its areas of operations. 

 

Responsibility and Duties 

Subject to YIAD Constitution and any other applicable law, a member of staff shall 

take personal responsibility for the reasonably foreseeable consequences of any 

actions or omissions arising from the discharge of the duties of office. 

 

 



 

 

Performance of Duties 

An employee shall, to the best of his/her ability and in accordance with the relevant 

stipulated Terms of Reference — 

• Carry out the duties of the office efficiently and honestly; 

• Carry out the duties in a transparent and accountable manner; 

• Deliver service with utmost transparency and integrity; 

• Keep accurate records and documents relating to the functions of the office; 

and 

• Report truthfully on all matters of the Agency. 

 

Professionalism 

A member of staff shall— 

(i) Carry out his/her duties in a way that maintains public confidence in the 

integrity of his/her office; 

(ii) Treat the public and his/her fellow staff with courtesy and respect; 

(iii) To the extent appropriate to his/her office, seek to improve the standards of 

performance and level of professionalism in the Agency; 

(iv) If a member of a professional body, observe the ethical and professional 

 

Requirements of that body; 

(v) Observe official working hours and not be absent without proper 

authorization or reasonable cause; 

(vi) Discharge any professional responsibilities in a professional manner. 

 



 

 

Moral & Ethical Standards 

Employees of YIAD shall observe and maintain the following moral and ethical 

requirements— 

(a) Demonstrate honesty in discharge of his/her duties; 

(b) Not to engage in activities that amount to abuse of office; 

(c) Accurately and honestly represent information to the public; 

(d) Not to engage in unethical behaviours in furtherance of personal benefits; 

(e) Not misuse Agency resources; 

(f) Not discriminate against any person. 

(g) Observe basic ethical values of fairness, equality and individual rights of 

colleagues while discharging his/her duties; and 

(h) Not falsify any records. 

 

Rule of Law 

(i) A member of staff shall carry out his/her duties in accordance with the 

constitution of YIAD; 

(ii) In carrying out his/her duties, a member of staff shall not violate the rights and 

freedoms of any person. 

 

Dress Code 

Members of staff for the Agency shall dress decently and appropriately. 

 

Political Neutrality 

Regardless of their political opinions, a member of staff of YIAD shall serve 

impartially, with loyalty, honesty, and objectivity. A member of staff therefore— 



 

 

(i) Shall not make public comments that support or criticize a political party; 

(ii) Shall not make public comments that may compromise, or may reasonably be 

seen to compromise, the political neutrality of his/her office; 

(iii) Shall not publicly comment, except in furtherance of his official duties, on 

matters in relation to which he/she has been professionally involved; 

(iv) Shall not, expressly or by implication, represent that any public comments he 

makes reflect the views or opinions of the Agency if that is not the case. 

 

Private Affairs (outside activities) 

(i) While a member of staff should not be isolated from the society of which 

he/she is a part, he/she shall ensure that his/her non-official activities do not interfere 

with his/her official duties or affect the dignity of his/her office and that the risk of 

conflict with his/her official duties is minimized; 

(ii) A member of staff shall not engage in private business during official working 

hours. 

 

Gifts 

1. A gift or donation given to a member of staff on a public or official occasion 

shall be treated as a gift or donation to YIAD. 

2. A member of staff may receive a gift in an official capacity, provided that: 

• The gift is within the ordinary bounds of propriety, a usual expression of 

courtesy or protocol and within the ordinary standards of hospitality; 

• The gift is non-monetary; and 

• The gift does not exceed such value as may be prescribed by the Agency in its 

developed regulations. 



 

 

3. A member of staff shall not: 

• Accept or solicit gifts, hospitality, or other benefits from a person who— 

o Has an interest that may be achieved by carrying out or not carrying out 

the employee’s duties; 

o Carries on regulated activities with respect to which the member of staff 

has a role; or 

o Has a contractual or legal relationship with the Agency; 

• Accept gifts of jewellery or other gifts comprising of precious metal or stones, 

ivory or any other animal part, protected under the Convention on 

International Trade in Endangered Species of Wild Fauna and Flora; or 

• Any other type of gift specified by the Agency in the regulations. 

• A member of staff shall not receive a gift, which is given with the intention of 

compromising the integrity, objectivity, or impartiality of the employee. 

• A member of staff who receives a gift or donation shall declare the gift or 

donation to the Agency for submission into the Gifts Register. The Agency 

shall make and publicize regulations regarding receipt and disposal of gifts. 

 

Care of Property 

(i) A member of staff shall take all reasonable steps to ensure that any 

property entrusted to his/her care is adequately protected and not misused or 

misappropriated; 

(ii) A member of staff who contravenes subsection (i) above shall be 

personally liable for losses resulting from the contravention. 

 

 



 

 

Financial Integrity 

(i) A member of staff of YIAD shall not use the office to unlawfully or 

wrongfully enrich himself or herself or any other person; 

 (ii) A member of staff of the Agency shall not accept a personal loan or 

benefit which may compromise the staff in carrying out their duties; 

(iii) A member of staff shall live within his means and avoid incurring any 

financial liability that he/she cannot satisfy. 

 

Protection of Assets 

(i) Members of staff shall not use, for personal gain or otherwise, the assets 

of the Agency, including tangible assets such as equipment and machinery, vehicles, 

systems, facilities, materials, resources as well as intangible assets such as proprietary 

information, relationships with primary or secondary party of interest and shall 

employ them for the purposes of conducting the business for which they are duly 

authorized; 

(ii) The members of staff shall return to the Agency all property in their 

custody, possession, or control at the end of their appointment. 

 

Impartiality 

A member of staff shall, always, carry out the duties of the office with impartiality 

and objectivity in accordance with the Constitution of YIAD and shall not practice 

favouritism, nepotism, tribalism, cronyism or engage in corrupt or unethical 

practices. 

 

 



 

 

Wrongful Acquisition of Property 

A member of staff shall not use their office to influence the acquisition of property 

wrongfully or unlawfully. 

 

Misleading the Public 

A member of staff shall not knowingly give false or misleading information to 

members of the public or to any other employee. 

 

Sexual Harassment 

(i) A member of staff shall not sexually harass a member of the public or a 

fellow employee; 

(ii) In subsection (i), "sexually harass" includes doing any of the following, if 

the person doing it knows or ought to know that it is unwelcome— 

o Making a request or exerting pressure for sexual activity or favours; 

o Making intentional or careless physical contact that is sexual in nature; 

and 

o Making gestures, noises, jokes or comments; including innuendoes 

regarding another person's sexuality. 

 

Falsification of Records 

A member of staff shall not falsify any records or misrepresent information to the 

public. 

 

 



 

 

Bullying 

(i) A member of staff shall not bully any person; 

(ii) For purposes of subsection (i), “bullying” includes repeated offensive 

behaviour, which is vindictive, cruel, malicious or humiliating and is intended to 

undermine a person. 

 

Selection of Staff 

A member of staff of the Agency shall practice and promote the principle that public 

officers should be selected based on integrity, competence, and suitability. 

 

Acting through Others 

(i) A member of staff contravenes the Code of Conduct and Ethics if— 

o He/she causes anything to be done through another person that 

would, if the staff did it, amounts to the contravention of the 

Code of Conduct and Ethics; or 

o He/she allows or directs a person under his/her supervision or 

control to do anything that is a contravention of the Code of 

Conduct and Ethics. 

(ii) Subsection (i)(b) does not apply with respect to anything done without the 

member of staff’s knowledge or consent if the member of staff took reasonable steps 

to prevent it. 

 

Proscribed Activity 

No member of staff shall— 

(a) Make any decision based upon any hope or expectation of future 



 

 

employment with any primary or secondary party of interest; 

(b) Solicit, request, suggest or recommend, directly or indirectly, to any 

primary or secondary party of interest the commencement or continuation of a 

business activity with any person that is subject to jurisdiction of the Agency; 

(c) Engage in actions, which would lead to the member or staff’s removal 

from the membership of a professional body in accordance with the applicable laws. 

 

Reporting Improper Orders 

If an employee of the Agency considers instructions issued in the performance of 

their duties amount to contravention of the Code of Conduct and Ethics, he/she 

shall report the matter to an appropriate authority. 

  

 

  



 

 

PART III - CONFLICT OF INTEREST 
  

Conflict of interest 

(i) A member of staff shall use his/her best efforts to avoid being in a 

position in which his/her personal interests conflict with his/her official duties; 

(ii) A member of staff shall not hold shares or have any other interest in a 

corporation, partnership of other body, directly or through another person, if 

holding those shares or having that interest would result in the officer's personal 

interests conflicting with his/her official duties; 

(iii) A member of staff whose personal interests conflict with his/her official 

duties shall— 

o Declare the personal interests to the Agency’s Human Resources 

Unit 

o and comply with any directions to avoid the conflict; and 

o Refrain from participating in any deliberations with respect to the 

matter. (iv)Notwithstanding any directions to the contrary under 

subsection (iii)(a), 

A member of staff shall not award a contract, or influence the award of a contract 

to— 

o Himself/herself; 

o A spouse or relative; 

o A business associate; or 

o A corporation, partnership, or other body in which the officer has 

an interest. 

o (v) The regulations may apply when the personal interests of 

a member of staff conflicts with his/her official duties for the 



 

 

purposes of this section. 

o (vi) In this section, "personal interest" includes the interest of a 

spouse, relative or business associate. 

 

Register of Conflict of Interest 

The Agency shall maintain an open register of conflicts of interest maintained by the 

Agency’s Human Resources Unit in which an affected member of staff shall register 

the particulars of interests, stating the nature and extent of the conflict. 

  

 

  



 

 

PART IV: MEDIA & COMMUNICATION 
 
Media Relations 

(i) The Agency shall communicate with the public on any issue relating to 

it through— 

o The Director General Manager; or 

o Any person duly authorized by the Director General. 

(ii) Members of staff shall not be held liable by the Agency in respect of 

any statement made to the media by staff, provided that such member/s of staff acted 

with the express authority of the Agency and in good faith and within the scope of 

his/her duties. 

 

Safeguarding of Information 

A member of staff shall ensure that confidential or secret information or documents 

entrusted to his/her care are adequately protected from improper or inadvertent 

disclosure. An employee is therefore not expected to disclose directly or indirectly, 

reproduce, or transfer, in whole or in part of confidential information. 

 

Channels of Communication 

(i) Members of staff shall employ the following channels of 

communication when reporting incidents of illegal, unethical, or unprofessional 

conduct— 

o Where the incident involves between two or more members of staff 

and the Director General, communication shall be to the Board of 

YIAD; 



 

 

o Where the incident involves between members of staff, 

communication shall be to the Director General; 

o Staff shall communicate with their immediate supervisors. 

(ii) When considering communications related to unethical behaviour, the 

Director General Manager as appropriate shall fairly and expeditiously address or 

investigate and determine all matters brought to their attention. 

 

Conduct of Investigations 

(i) While discharging their respective duties the Agency shall conduct 

investigations in such a way that all matters are investigated diligently, fairly, honestly, 

and appropriately; 

(ii) No Staff shall obtain any information by way of coercion, collusion, 

deceit, intimidation, or trickery; 

(iii) During the course of investigations, the Agency’s officers or appointees 

shall seek the information required making an informed decision regarding the 

matter in question. 

 

Breach of Code 

Where a member of staff has committed a breach of this Code, appropriate action 

will be taken in accordance with the applicable laws. 

 

Review 

The Code shall be reviewed at such intervals as the Agency may determine with the 

approval of the Board of YIAD. 

Signed at …………. On this …… day of …. 2020 


